Introduction {#Sec1}
============

String processing is an important part of many kinds of software. In particular, strings often serve as a common representation for the exchange of data at interfaces between different programs, between different programming languages, and between programs and users. At such interfaces, strings often represent values of types other than strings, and developers have to be careful to sanitize and parse those strings correctly. This is a challenging task, making the ability to automatically reason about such software and interfaces appealing. Applications of automated reasoning about strings include finding or proving the absence of SQL injections and XSS vulnerabilities in web applications \[[@CR27], [@CR30], [@CR33]\], reasoning about access policies in cloud infrastructure \[[@CR7]\], and generating database tables from SQL queries for unit testing \[[@CR31]\]. To make this type of automated reasoning scalable, several approaches for reasoning natively about string constraints have been proposed \[[@CR3], [@CR4], [@CR11], [@CR20], [@CR21]\].

To reason about complex string operations such as conversions between strings and numeric values, string solvers typically reduce these operations to operations in some basic fragment of the theory of strings which they support natively. The scalability of a string solver thus depends on the efficiency of the reductions as well as the performance of the solver over the basic constraints. In such approaches, the set of operations in the basic fragment of strings has to be chosen carefully. If the set is too extensive, the implementation becomes complex and its performance as well as its correctness may suffer as a result. On the other hand, if the set is too restrictive, the reductions may become too verbose or only approximate, also leading to suboptimal performance. In current string solvers, basic constraints typically include only *word equations* (i.e., equalities between concatenations of variables and constants) and length constraints. Certain operations, however, such as conversions between strings and numeric values, cannot be represented efficiently in this fragment because the encoding requires reasoning by cases on the concrete characters that may occur in the string values assigned to a string variable.

In this work, we investigate extending the set of basic operators supported in a modern string solver to bridge the gap between character and integer domains. We assume a finite character domain of some cardinality *n* and, similarly to the Unicode standard, we assume a bijective mapping between its character set and the first *n* natural numbers which associates each character with a unique *code point*. We introduce then a new string operator, $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$, from characters strings to integers which can be used to encode the code point value of strings of length one and, more generally, reason about the code point of any character in a string. We propose an approach that involves extending a previous decision procedure with native support for this operator, obtaining a new decision procedure which avoids splitting on character values. Using the $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$ operator, we can succinctly represent string operations including common string transducers, conversion between strings and integers, lexicographic ordering on strings, and regular expression membership constraints involving character ranges. We have implemented our proposed decision procedure in the state-of-the-art SMT solver [cvc]{.smallcaps}4 as an extension of its decision procedure for word equations by Liang et al. \[[@CR21]\]. We have modified [cvc]{.smallcaps}4's reductions to take advantage of $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathsf {code}$$\end{document}$. Using benchmarks generated by the concolic execution of Python code, we show that our technique provides significant benefits compared to doing case splitting on values.

To summarize, our contributions are as follows:We provide a decision procedure for a simple set of string operations containing length and a code point conversion function $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$, and prove its correctness. We describe how it can be combined with existing procedures for other string operators.We demonstrate how the $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$ operator can be used in the reductions of several classes of useful string constraints.We implement and evaluate our approach in [cvc]{.smallcaps}4, showing that it leads to significant performance gains with respect to the state of the art.

In the following, we discuss related work. We then describe a fragment of the theory of strings in Sect. [2](#Sec2){ref-type="sec"} that includes $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$. In Sect. [3](#Sec3){ref-type="sec"}, we provide a decision procedure for this fragment, prove its correctness, and describe how it can be integrated with existing decision procedures. Finally, we discuss applications of reasoning about code points in Sect. [4](#Sec5){ref-type="sec"} and evaluate our implementation in Sect. [5](#Sec6){ref-type="sec"}.

**Related Work.** The study of the decidability of different fragments of string constraints has a long history. We know that solvability of word equations over unbounded strings is decidable \[[@CR23]\], whereas the addition of quantifiers makes the problem undecidable \[[@CR25]\]. The boundary between decidable and undecidable fragments, however, remains unclear---a long-standing open question is whether word equations combined with equalities over string lengths are decidable \[[@CR14]\]. Adding extended string operators such as $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {replace}$$\end{document}$ \[[@CR13]\] or conversions between strings and integers \[[@CR18]\] leads to undecidability. Weakly chaining string constraints make up one decidable fragment. This fragment requires that the graph of relational constraints appearing in the constraints only contains limited types of cycles. It generalizes the straight-line fragment \[[@CR22]\], which disallows equalities between initialized string variables, and the acyclic fragment \[[@CR5]\], which disallows equalities involving multiple occurrences of a string variable and does not include transducers.

In practice, string solvers have to deal with undecidable fragments or fragments of unknown decidability, so current solvers for strings such as [cvc]{.smallcaps}4 \[[@CR9]\], [z]{.smallcaps}3 \[[@CR16]\], [z]{.smallcaps}3[str]{.smallcaps}3 \[[@CR11]\] and [Trau]{.smallcaps} \[[@CR3]\] implement efficient semi-decision procedures. In this work, we present a decision procedure that can be combined modularly with those procedures.

Preliminaries {#Sec2}
=============

We work in the context of many-sorted first-order logic with equality and assume the reader is familiar with the notions of signature, term, literal, (quantified) formula, and free variable (see, e.g., \[[@CR17]\]). We consider many-sorted signatures $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma $$\end{document}$ that contain an (infix) logical symbol $\documentclass[12pt]{minimal}
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                \begin{document}$$\approx $$\end{document}$ for equality---which has type $\documentclass[12pt]{minimal}
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                \begin{document}$$\sigma \times \sigma $$\end{document}$ for all sorts $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma $$\end{document}$ and is always interpreted as the identity relation. A *theory* is a pair $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma $$\end{document}$ is a signature and $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbf {I}$$\end{document}$ is a class of $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma $$\end{document}$-interpretations, the *models* of *T*. A $\documentclass[12pt]{minimal}
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                \begin{document}$$\varphi $$\end{document}$ is *satisfiable* (resp., *unsatisfiable*) *inT* if it is satisfied by some (resp., no) interpretation in $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbf {I}$$\end{document}$. Given a (set of) terms *S*, we write $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathcal {T}(S)$$\end{document}$ to denote the set of subterms of *S*. By convention and unless otherwise stated, we use letters *x*, *y*, *z* to denote variables and *s*, *t* to denote terms.Fig. 1.Functions in signature $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma _\mathsf {AS}$$\end{document}$. $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {Int}$$\end{document}$ denote strings and integers, respectively.
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                \begin{document}$$\varSigma _\mathsf {AS}$$\end{document}$ given in Fig. [1](#Fig1){ref-type="fig"}. We *fix a finite totally ordered set* $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathcal {A}$$\end{document}$) which differ only on the value they assign to variables. The signature includes the sorts $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {Int}$$\end{document}$, interpreted as $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathbb {Z}$$\end{document}$, respectively. Figure [1](#Fig1){ref-type="fig"} partitions the signature $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma _\mathsf {S}$$\end{document}$, as indicated. The first includes the usual symbols of linear integer arithmetic, interpreted as expected. We will write $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {len}: \mathsf {Str}\rightarrow \mathsf {Int}$$\end{document}$, interpreted as the word length function; and a code point function whose semantics is defined as follows.

Definition 1 {#FPar1}
------------
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The code point function can be used in practice to reason about the *code point* values of Unicode strings.[1](#Fn1){ref-type="fn"} We will see in Sect. [4](#Sec5){ref-type="sec"} that this operator is very useful for encoding constraints that occur in applications. We stress, however, that the procedure presented in this paper is agnostic with respect to the concrete alphabet $\documentclass[12pt]{minimal}
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Note that we do *not* consider string concatenation in the signature above. This omission is for the sake of modularity; also, procedures for word equations have been addressed in a number of recent works \[[@CR4], [@CR21]\]. In practice, our procedure for string constraints involving $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$ can be naturally combined with existing procedures for a signature that includes string concatenation, as we discuss in Sect. [3.1](#Sec4){ref-type="sec"}.

An *atomic term* is either a constant or a variable. A *string term* is either a constant or one that contains function symbols from $\documentclass[12pt]{minimal}
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A Decision Procedure for String to Code Point Conversion {#Sec3}
========================================================

In this section, we introduce a decision procedure for a fragment of string constraints involving $\documentclass[12pt]{minimal}
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Following Liang et al. \[[@CR21]\], we describe this procedure as a set of derivation rules that modify configurations of the form $\documentclass[12pt]{minimal}
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We present the rules of the procedure in two parts, given in Figs. [2](#Fig2){ref-type="fig"} and [3](#Fig3){ref-type="fig"}. The rules are given in *guarded assignment form*, where the top of the rule describes the conditions under which the rule can be applied, and the bottom of the rule either is $\documentclass[12pt]{minimal}
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An application of a rule is *redundant* if it has a conclusion where each component in the derived configuration is a subset of the corresponding component in the premise configuration. A configuration other than $\documentclass[12pt]{minimal}
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Figure [2](#Fig2){ref-type="fig"} presents rules adapted from previous work \[[@CR21], [@CR26]\] that model the interaction between the string and arithmetic subsolvers. First, either subsolver can report that the current set of constraints is unsatisfiable by the rules A-Conf or S-Conf. For the former, the entailment $\documentclass[12pt]{minimal}
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Figure [3](#Fig3){ref-type="fig"} lists rules for reasoning about the code point function. In C-Intro, if a string variable *x* is equal to a string literal of length one, we add to $\documentclass[12pt]{minimal}
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We now demonstrate the procedure with a few simple examples. Recall that we assume a fixed alphabet $\documentclass[12pt]{minimal}
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Example 1 {#FPar2}
---------
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                \begin{document}$$\langle \mathsf {A}_0, \mathsf {S}_0 \rangle $$\end{document}$. At each node, we list the new constraint that is added to the configuration at that node. All the leaf nodes are derived by A-Conf (not shown in the tree).
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Example 2 {#FPar3}
---------
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                \usepackage{amssymb} 
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                \begin{document}$$\{ x \not \approx y,\, x \not \approx z,\, y \approx c_{97},\, z \approx c_{106} \}$$\end{document}$. We may obtain a derivation tree with root $\documentclass[12pt]{minimal}
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                \begin{document}$$\begin{aligned} \{ \mathsf {code}(x) \not \approx \mathsf {code}(y),\, \mathsf {code}(x) \not \approx \mathsf {code}(z),\, \mathsf {code}(y) \approx 97,\, \mathsf {code}(z) \approx 106 \} \end{aligned}$$\end{document}$$The constraints $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}(x) \not \approx \mathsf {code}(z)$$\end{document}$ may be obtained by C-Inj, and $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}(y) \approx 97$$\end{document}$ and $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}(z) \approx 106$$\end{document}$ may be obtained by C-Intro. Since a saturated configuration exists in a derivation tree with root node $\documentclass[12pt]{minimal}
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                \begin{document}$$\langle \mathsf {A}_0, \mathsf {S}_0 \rangle $$\end{document}$, we have that $\documentclass[12pt]{minimal}
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                \begin{document}$$T_\mathsf {AS}$$\end{document}$. As we show in Theorem [1](#FPar7){ref-type="sec"} (below), a model for $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {A}_0\,\cup \,\mathsf {S}_0$$\end{document}$ can be obtained by constructing an arbitrary model for $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {A}\,\cup \,\mathsf {S}$$\end{document}$. In particular, notice that due to our derived constraints, it must be the case that $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}(x)$$\end{document}$ is assigned a value in the range $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {A}_0\,\cup \,\mathsf {S}_0$$\end{document}$, where $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
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                \begin{document}$$\mathcal {M}(z) = c_{106}$$\end{document}$, for any *k* in the range $\documentclass[12pt]{minimal}
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                \begin{document}$$[98 \ldots 105]$$\end{document}$. Note that we do not explicitly case split on the value of *x*. Instead, as we later describe in Definition [2](#FPar6){ref-type="sec"}, our procedure assigns a value to *x* based on the value that the arithmetic subsolver gives to $\documentclass[12pt]{minimal}
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Example 3 {#FPar4}
---------
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                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathsf {A}_0\,\cup \,\mathsf {S}_0$$\end{document}$ is unsatisfiable in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$T_\mathsf {AS}$$\end{document}$.    $\documentclass[12pt]{minimal}
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Example 4 {#FPar5}
---------
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We now discuss the formal properties of our calculus, proving that it is refutation-sound, model-sound, and terminating for any set of $\documentclass[12pt]{minimal}
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                \begin{document}$$\varSigma _\mathsf {AS}$$\end{document}$-constraints, and thus yields a decision procedure. We also show that, for any saturated configuration, it is possible to construct a model for the input constraints based on the procedure given in the following definition. In each step, we argue the well-formedness of this construction. In the subsequent theorem, we show that the constructed model indeed satisfies our input constraints.

Definition 2 {#FPar6}
------------

**(Model Construction).** Let $\documentclass[12pt]{minimal}
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Let *U* be the set of terms of the form $\documentclass[12pt]{minimal}
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-----
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An immediate consequence of Theorem [1](#FPar7){ref-type="sec"} is that any strategy for applying the derivation rules in Figs. [2](#Fig2){ref-type="fig"} and [3](#Fig3){ref-type="fig"} is a decision procedure for $\documentclass[12pt]{minimal}
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Implementation in an SMT Solver {#Sec4}
-------------------------------

The procedure in this section can be integrated into the DPLL$\documentclass[12pt]{minimal}
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We have integrated the procedure in [cvc]{.smallcaps}4. [cvc]{.smallcaps}4 's linear arithmetic subsolver acts as the arithmetic subsolver of our procedure and reports a conflict clause when the rule A-Conf is applied. Similarly, the string subsolver reports conflict clauses when S-Conf is applied. The rules A-Prop and S-Prop are implemented using the standard Nelson-Oppen theory combination mechanism. Rules with multiple conclusions are implemented via the splitting-on-demand paradigm \[[@CR10]\], where the conclusions of the rule are sent as a disjunctive lemma to the SAT solver. The remaining rules are implemented using a solver whose core data structure implements congruence closure, where additional (dis)equalities are added to this structure based on the specific rules of the calculus.

We remark that the procedure presented in this section can be naturally combined with procedures for other kinds of string constraints. While the rules we presented had premises of the form $\documentclass[12pt]{minimal}
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The derivation rules of the calculus are applied with consideration to combinations with the other subsolvers of [cvc]{.smallcaps}4. For the rules in Fig. [2](#Fig2){ref-type="fig"}, we follow the strategy used by Liang et al., which applies L-Intro and L-Valid eagerly and Card only after a configuration is saturated with respect to all other rules. Moreover, since Card is very expensive, we split on equalities between string terms ($\documentclass[12pt]{minimal}
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Applications {#Sec5}
============

In this section, we describe how a number of common string functions can be implemented efficiently using reductions involving the $\documentclass[12pt]{minimal}
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A few commonly used extended functions are listed in Fig. [4](#Fig4){ref-type="fig"}. In the following, we say a string *l* is *numeric* if it is non-empty, all of its characters are in the range $\documentclass[12pt]{minimal}
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Generally speaking, current string solvers handle the additional functions above using lazy reductions to a core language of string constraints. We say $\documentclass[12pt]{minimal}
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Given these definitions, it is straightforward to define the opposite reduction from integers to strings. The equality $\documentclass[12pt]{minimal}
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**Lexicographic Ordering.** The (Boolean) equality $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$(x \preceq y) \approx r$$\end{document}$ is equivalent to:$$\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\begin{aligned} (x \approx y \Rightarrow r \approx \top ) \wedge (x \not \approx y \Rightarrow \exists k.\, \varphi ^{\mathsf {diff}}_{k,x,y} \wedge r \approx \mathsf {code}(x_k) < \mathsf {code}(y_k)) \end{aligned}$$\end{document}$$where $\documentclass[12pt]{minimal}
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The reduction above considers two cases. First, if *x* and *y* are the same string, then $\documentclass[12pt]{minimal}
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**Regular Expression Ranges.** In practice, the theory of strings is often extended with memberships constraints of the form $\documentclass[12pt]{minimal}
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Evaluation {#Sec6}
==========

In this section, we evaluate whether our approach is practical and whether $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$ can enable more efficient implementations of common string functions.[5](#Fn5){ref-type="fn"} As outlined in Sect. [3.1](#Sec4){ref-type="sec"}, we have implemented our approach in [cvc]{.smallcaps}4, which has a state-of-the-art subsolver for the theory of strings with length and regular expressions. We evaluated it on 21, 573 benchmarks \[[@CR1]\] originating from the concolic execution of Python code involving int() using Py-Conbyte \[[@CR8], [@CR32]\]. The benchmarks make extensive use of $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {from\_int}$$\end{document}$ and regular expression ranges. They are divided into four sets, one for each solver used to generate the benchmarks ([cvc]{.smallcaps}4, [Trau]{.smallcaps} \[[@CR3]\], [z]{.smallcaps}3 \[[@CR16]\], and [z]{.smallcaps}3[str]{.smallcaps}3).Fig. 5.Number of solved problems per benchmark set and scatter plots comparing the different solvers and configurations on a log-log scale. Best results are in bold. All benchmarks ran with a timeout of 300 s.

We compare two configurations of [cvc]{.smallcaps}4 to show the impact of our approach: A configuration (**cvc4+c**) that uses the reductions from Sect. [4](#Sec5){ref-type="sec"} and a configuration (**cvc4**) that disables all $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$. For regular expression ranges, **cvc4** disables the rewrite to inequalities involving $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {ite}(c = \texttt {\small "9"} , 9, \mathsf {ite}(c = \texttt {\small "8"} , 8, \ldots ))$$\end{document}$, i.e., do case splitting on the 10 concrete string values that correspond to valid digits, instead of the $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathsf {code}$$\end{document}$ operator but keep the reductions the same otherwise. As a point of reference, we also compare against [z]{.smallcaps}3 version 4.8.7, another state-of-the-art string solver. We omit a comparison against [z]{.smallcaps}3[str]{.smallcaps}3  4.8.7 and [z]{.smallcaps}3[-Trau]{.smallcaps}  1.0 \[[@CR2]\] (the new version of [Trau]{.smallcaps}) because our experiments have shown that the current versions are unsound.[6](#Fn6){ref-type="fn"}

We ran our experiments on a cluster with Intel Xeon E5-2637 v4 CPUs running Ubuntu 16.04 and allocated one CPU core, 8 GB of RAM, and 300 s for each job.

Figure [5](#Fig5){ref-type="fig"} summarizes the results of our experiments. The table lists the number of satisfiable and unsatisfiable answers as well as timeouts/memouts ($\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\times $$\end{document}$). [z]{.smallcaps}3 ran out of memory on a benchmark but had no other memouts. The figure shows two scatter plots comparing the performance of **cvc4+c** and **cvc4** and comparing **cvc4+c** and [z]{.smallcaps}3. Configuration **cvc4** solves more unsatisfiable benchmarks than [z]{.smallcaps}3 and fewer satisfiable ones, which suggests that **cvc4** is a reasonable baseline. Our new approach performs significantly better than both **cvc4** and [z]{.smallcaps}3. Compared to **cvc4**, configuration **cvc4+c** times out on an order of magnitude fewer benchmarks (64 versus 788) and also improves performance on commonly solved benchmarks, as the scatter plot indicates. While **cvc4** performs worse than [z]{.smallcaps}3 on satisfiable benchmarks, **cvc4+c** performs significantly better than both on those benchmarks. The scatter plot indicates that [z]{.smallcaps}3 manages to solve a subset of the benchmarks quickly. However, when [z]{.smallcaps}3 is not able to solve a benchmark quickly, it is unlikely that it solves it within our timeout. This results in **cvc4+c** having significantly fewer timeouts overall. The results indicate that our new approach is practical and capable of improving the performance of state-of-the-art solvers by enabling more efficient encodings.

Conclusion {#Sec7}
==========

We have presented a decision procedure for a fragment of strings that includes a string to code point conversion function. We have shown that models can be generated for satisfiable inputs, and that existing techniques for handling strings in SMT solvers can be extended with this procedure. Due to its use for encoding extended string functions, our implementation in [cvc]{.smallcaps}4 significantly improves on the state of the art for benchmarks involving string-to-integer conversions and regular expression ranges.

In future work, we plan to extend [cvc]{.smallcaps}4 to solve new constraints of interest to user applications. This includes instrumenting our string solver to be capable of generating proofs based on the procedure described in this paper. Further directions such as configuring the solver to generate interpolants for constraints in the theory of strings combined with linear arithmetic could also be explored. Finally we conjecture that efficient support for reasoning about string-to-code conversions can be leveraged for further extensions, such as handling user-defined string transducers.

For technical details on Unicode see \[[@CR28]\].

In the degenerate case where the cardinality of the alphabet is one, we assume this branch is omitted from the conclusion since logarithm base one is undefined.

That is, the equivalence relation over $\documentclass[12pt]{minimal}
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Treatment of leading zeroes is slightly different in the SMT-LIB theory of strings \[[@CR29]\]; our implementation actually conforms to the SMT-LIB semantics. Here, we provide an alternative semantics for simplicity since it admits a simpler reduction.

The implementation, the benchmarks, and the results are available at <https://cvc4.github.io/papers/ijcar2020-strings>.

[cvc]{.smallcaps}4 and [z]{.smallcaps}3[str]{.smallcaps}3 disagreed on 498 benchmarks whereas [cvc]{.smallcaps}4 and [z]{.smallcaps}3[-Trau]{.smallcaps} disagreed on 9. In all instances, [z]{.smallcaps}3[str]{.smallcaps}3 and [z]{.smallcaps}3[-Trau]{.smallcaps} answered that the benchmark is unsatisfiable but accepted [cvc]{.smallcaps}4's model when we incorporated it as an additional constraint to the benchmark.
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